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Note: The audience for this IT Service Product is the CUSTOMER executive who hold the budget and makes purchasing decisions (the IT Service Product 
buyer).  

1.0 IT SERVICE PRODUCT OVERVIEW 

1.1 Reference # SL0027 

1.2 Name Anti-virus Security 

1.3 Description This service covers the activities required to prevent unauthorized electronic access to Customer infrastructure. 
Electronic access to the infrastructure is protected by a firewall that is configured to block all communication ports not required by the hosted 
software. 
To prevent the spread of Viruses and Trojans, email is scanned for malicious content, and suspect messages are quarantined before reaching 
the rest of the Customer network. 
 

 

1.4 Inclusions  Firewall configuration. 
 Anti-virus software. 
 Data encryptors for secure communications between two sites. 
 Scanning and quarantine of email (malware and spam related). 
 Patching of infrastructure for security reasons (though this is also covered in software and security patching service). 
 Physical access to the infrastructure. 
 Protection of Desktop PCs and Laptops is covered by Desktop SOE virus scanning software. 
 Assessing software (e.g. website forms, Lotus Notes) for security vulnerabilities. 
 

Communication:  Refer to Customer Service Handbook (CSH) for establishment communication protocol between CUSTOMER and Customer. 
 


